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ASSESS AND PREVENEINSIDER THREAF Y DELTA RISK

A CHERTOFF GROUP COMPANY

Insider threats are complex and constantly evolving adversaries. Whether g
malicious or unintentional, they threaten what matters most - your people g

and data. Delta Risk LLC knows people are your most effective defense Q
against insider threats if properly trained and supported. -

. . . Take Advantage of
Since 2007, Delta Risk has solved complex cyber problems for commercial Existing Technology

and government clients. Our team understands the insider threat ,

You don’t have to have the
mentality. All our experts hold certificates in insider threat assessments. latest technology to combat
We carefully calculate and investigate insider threats’ intentions and insider threats. We can use

our existing technology to gain
where they could emerge. U ¢ SIS
access to your environment

and piece together the events
of an insider threat breach.

INSIDER THREAT SERVICES M
Training
5 E E We offer training for insider threat user awareness
o oo and insider threat program leaders.

Asset Protection

Our approach focuses on
safeguarding your mission-

Program Creation critical assets from insider

Our goal is to create a program that fits your threats no matter where
organization and provides actionable information. those assets are located.
Delta Risk LLC’s approach establishes processes
first and automation second.

GSA

= Vulnerability Assessments
8 _ We work with you to locate and remediate existing GSA Awarded
Q— vulnerabilities in processes and technology that insider IT-70 Contract
threats may exploit. We also aim to discover unknown The GSA recently recognized
exfiltration channels and overly permissive accounts that Delta Risk’s cyber expertise by
could grant a malicious insider the keys to the kingdom. awarding an IT-70 contract,

#GS35F482GA and all four Cyber
Special Iltem Numbers (SINs).



Online-Based Training with Real-World Application
Host Security Controls and Policies

Servers and Critical Systems

Organizational Palicies and Processes

Planned Response Actions
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Experienced Penetration Testers
Expert on Insider Threats

Sacial Engineering Masters
Cyber Security Engineers
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Validate Existing Security Controls

Identify Unknown Exfiltration Paths

Identify Overly-Permissive Systems and Accounts
Validate Detection and Response Capabilities
Reduce Leading Drivers for Malicious Insiders
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Is an Insider Threat Program Right for You?

» You want a viable program, not just a paper-based program

» You need assurances your security controls are working as designed

» You acquire or merge with another organization and want to know how they could impact you
» You need to demonstrate compliance with government and industry regulation

Service Features

» Discovery of Critical Assets » Updated Palicies with Insider Threat

» Customized Phishing Campaigns » Focused Evidence of Response Action

» Measure Ability to Mitigate Data Exfiltration » Trusted Performance

» Actionable Remediation Recommendations » Role-Based Training for Team Members

» Support for Compliance Reporting » Leverages Technology You Already Have Trusted
» Identify Systems Insider Threats May Use » Avenue for Anonymous Reporting

About Delta Risk LLC

Delta Risk LLC provides tailored, high-impact cyber security and risk management services to
government and private sector clients worldwide. Formed in 2007, Delta Risk consists of trusted
professionals with expert knowledge around technical security, policy and governance, and
infrastructure protection to help clients improve their cyber security operational capability and
protect business operations. Delta Risk is a Chertoff Group company.
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